In this paper, a simple and novel routing algorithm is presented to improve the packet delivery in harsh conditions such as selective forwarding and black hole attacks to the wireless sensor networks. The proposed algorithm is based on restricted multipath broadcast based on a virtual cylinder from the source node (SN) to the sink node (SK). In this algorithm, when a packet is broadcast by a SN, a virtual cylinder with radius w is created from the SN to a SK. All the nodes located in this virtual cylinder are allowed to forward the packet to the sink. Thus, data are forwarded to sink through multiple paths, but in a restricted manner so that the nodes do not consume a high amount of energy. If there are some compromised nodes in this virtual cylinder, the packets may be forwarded to the sink through other nodes of the virtual cylinder. The proposed algorithm is simulated and evaluated in terms of packet delivery rate and energy consumption. The experiment results show that the proposed algorithm increases packet delivery rate 7 times compared to the single path routing method and reduces energy consumption up to 3 times compared to flooding routing method.
INTRODUCTION
Today, wireless sensors networks are used in many areas such as environment, military operations, and explorations. Since the sensor nodes have low processing, energy, and memory capabilities and it is important to establish security in such networks due to their application in critical environments especially military, this area has attracted the attention of many researchers Yick et al. [1] and Jamshidi et al. [2] .
So far, various attacks [2] - [11] have been proposed against these networks. Each type of attack has a different mechanism with a different destructive effect and affects various operations and protocols; thus, each one has a different defense mechanism. Two of such dangerous attacks which are very common include black hole (BH) and selective forwarding (SF) attacks [10] , [11] . To establish these attacks, the adversary enters the network environment, captures one or several legal nodes of the network, reprograms and injects them in the network as compromised nodes. As shown in Fig. 1 , such compromised nodes are located along data paths to prevent the packets to reach the sink. That is, the received packets are not forwarded to the sink or base station, but they are dropped. In the SF attack, the compromised node only drops some of the received packets, but in the BH attack, the compromised node drops all of the received packets.
These two attacks are very destructive for the multi-hop routing algorithms, particularly, if the compromised nodes are located along the data flow paths. On the other hand, establishing these two attacks are very simple and low cost for the adversary. Because the compromised nodes which start these two attacks do not need to perform suspicious operations such as injecting incorrect packet to the network, manipulate data, broadcast false or multiple IDs, and establish a high-speed link; they only need to refuse to forward some of the received packets to the destination. In most cases, even if there is no compromised node in the network, the packets are dropped due to various reasons such as collision [10] , [11] .
The algorithms which have been proposed to defend against these two attacks like [10] , [12] - [23] employ methods such as multiple flow topologies and nodes with special capabilities and multi-hop verification. In general, problems of the presented algorithms include non-scalability, security, complexity, high cost, and slow reaction.
In this paper, a restricted multipath routing algorithm is presented for reliable and low-cost delivery of the data to the destination and defending against SF and BH attacks in wireless sensor networks such that shortcomings of the previous algorithms are resolved and it can be employed in resource-constraint sensor networks.
RELATED WORK
SF attack was first presented in Karlof and Wagner [10] , and the first approach to defend against this attack is to use multipath routing protocols. In this method, the packets are forwarded from the source node (SN) to the destination through n independent paths. This method is completely robust against SF attack until maximum of n-1 nodes is captured by the adversary; but, if more than n+1 nodes are captured, this method might not operate properly.
It has been mentioned in Satyajayant et al. [12] that the BH attack is one of the dangerous attacks against wireless sensor networks which can be easily established by the adversary with a low cost. Then, an algorithm has been presented to defend against this attack which is based on multi-sink to protect data flows against BH attacks. In this algorithm, sensor nodes employ a set of control messages throughout the network to explore a subset of the sinks. Then, they transmit data to accessible sinks.
In Abasikeleş-Turgut et al. [13] , an algorithm has been presented to defend against BH and sinkhole attacks. This algorithm can be applied to low-energy adaptive clustering hierarchy clustering-based sensor networks. In this study, three different models have been considered, and different mechanisms have been presented to handle them.
In Sheela et al. [14] , it has been mentioned that BH attack is one of the Denial of Service attacks which drops packets. Then, an algorithm based on mobile agents has been proposed to defend against this attack. A mobile agent is a program segment with self-controllability which can be applied to distributed applications, especially dynamic networks. The agents proposed in this study are loaded on several sinks and detect the compromised nodes by patrolling the network.
In Nitesh and Diwaker [15] , another algorithm has been proposed based on multiple sinks to defend against BH attack. The purpose of this study is to ensure that data are delivered to at least one sink node (SK) by establishing several sinks in different areas of the network and transmitting data to different sinks, simultaneously.
In Deepali and Gupta [16] , an adaptive exponential trustbased algorithm has been proposed for calculating the trust factor of each node in each computational cycle for detecting the balckhole (BH) attack. Furthermore, it has been claimed that the proposed mechanism not only reduces energy consumption but also it reduces the time required to detect the BH attack. Furthermore, an adaptive threshold has been used to reduce false alarm rates.
In Baishali [17] , an algorithm has been proposed to defend against BH attack in mobile ad hoc networks. This algorithm can detect the compromised nodes in a network which employs the Ad hoc On-Demand Distance Vector algorithm. In this algorithm, nodes use a timer to wait for the acknowledgment (ACKs) to return. If the timer is reset and the ACK is not received, BH attack along data transmission path is detected.
In Shila et al. [18] , a channel-aware algorithm has been proposed, which detects compromising behavior of the nodes from the bad behavior of the transmission channel. This algorithm is based on channel estimation and traffic monitoring strategies. If the supervised missing rate is higher than the estimated normal missing rate, those nodes are detected as an adversary.
In Li et al. [19] , an algorithm based on sequential mesh test based has been presented for detection of SF attack in sensor networks. This scheme is centralized and operates on clusterbased networks. The sensor node u transmits its packets to the next hop, node v, and if node v does not transmit the packet in constant time, node u reports to the cluster head that the packet has been dropped. After receiving packet drop reports, the cluster head applies the sequential mesh test based on the suspicious node.
In Hu et al. [20] , a secure routing algorithm based on monitoring node and trust mechanism has been proposed. In this algorithm, trust is adjusted based on the transmission rate of the packets and residual energy of the node. This detection and routing algorithm is general because it considers both the lifetime of the network and its security.
In Yu and Xiao [21] , another algorithm has been presented in which a multi-hop acknowledgment scheme is used considering the responses received from the intermediate nodes to broadcast the warning messages in the network. In this algorithm, each intermediate node along the data transmission route cooperates in detecting the compromised node. If an intermediate node observes a bad behavior from its upstream or downstream node, it generates an alarm packet and transmits it to the SN or the base station. Then, the SN and the base station can make a decision and respond using a complicated intrusion detection system.
In Xiao et al. [22] , a technique has been proposed for detecting the compromised nodes in the SF attack. This algorithm is the improved version of the previous technique [21] . In this algorithm, some of the intermediate nodes along the route are selected as checkpoint nodes randomly which have to generate ACKs for each received packet. Furthermore, each node requires a one-way hash key chain to ensure that the packets are authenticated. Furthermore, delay mechanisms are used to transmit this one-way hash key. In this algorithm, each intermediate node along the packet transmission route has the potential to explore the packets which are lost abnormally, and if the intermediate node does not receive enough ACKs from the downstream checkpoints, it can detect the compromised nodes.
MULTI-SINK ARCHITECTURE
In each wireless sensor network, there is usually one or more sensor nodes called SK which collects total data of the network. Destination of all reported packets in sensor networks is the SKs. When sensor nodes observe a determined event, they generate the required report packets and deliver them to the sink through multi-hop routing algorithms. Considering the number of the SKs, their location, and they are being mobile or stationary, various architectures are created in the network which might change mechanism of the routing algorithms [23, 24] .
One of the common architectures is multi-sink architecture. In this architecture, as shown in Fig. 2 , there are several SKs established on one side of the network. The SKs might either communicate directly with each other or communicate with the base station (where the network manager is located). In this architecture, the sufficient condition for data delivery is that data are delivered to at least one of the sinks. In other words, the packet generated by one sensor node does not have to be delivered to a specific SK, but it is sufficient that is delivered to one of the sinks. This architecture has three main advantages [23, 24] :
Increasing Network Lifetime
If there is only one sink in the network, its neighboring sensor nodes transmit high traffic, and their energy is discharged very soon, which reduces network lifetime. However, if the multi-sink architecture is used, this problem is resolved.
Load Balancing
Multiple sinks in the network might result in several routing trees in the network which might balance load among nodes of the network.
High Packet Delivery Rate
It is obvious that when there are several sinks in the network, the probability of delivering the packets to the destination increases because of the probability that there exists a route from the source to the destination (sink), especially in lowdensity networks, increases.
Considering the features and advantages of the multi-sink architecture, it is used in this paper to design the proposed routing algorithm to defend against SF and BH attacks.
SYSTEM ASSUMPTIONS
Sensor networks are categorized into three main groups including SKs, SNs, and forwarding nodes (FNs). The SNs generate the report packets. The packets generated by the SNs are delivered to the SKs through FNs. For instance, SNs might be deployed in the boundary areas or the adversary environment and generate the required reports in case of adversary operations and deliver the reports to the sink through multiple hops. Each node has a unique ID and is aware of its location. The network area of interest is a 2D environment in which SNs, SKs, and FNs are deployed randomly. All nodes have the same radio range equal to r. Furthermore, it is assumed that the nodes communicate with each other through the wireless radio channel and employ the omnidirectional broadcast. Furthermore, it is assumed that the SNs are not only aware of their location but also they are aware of the location of the SKs. The network environment is not safe, and the adversary can capture some sensor nodes and reprogram them as compromised nodes.
THE PROPOSED ALGORITHM
Although using single-path approaches for delivering data to the destination in sensor networks imposes low overhead to the nodes, it cannot ensure that parasite generation, etc., is not established in the network particularly in case of SF and BH attacks. Also, the flooding method, although more reliable, imposes much overhead on the nodes of the network. Thus, they are not cost-effective. In this section, a restricted multi-path approach is proposed for reliable and cost-effective delivery of data to the destination such that it overcomes SF and BH attacks in the sensor network and delivers data to the sinks with high reliability.
In the proposed method, a virtual cylinder (with diameter 2w) is created from the SN to a SK and only the nodes in this cylinder are allowed to forward packets to the destination. Each SN inserts its spatial coordinate (L s ) in the packet while generating a data packet. Then, the packet is broadcast so that all of its neighbors receive it. However, only the nodes adjacent to the virtual cylinder forward the received packet. Each node which has received the packet, for example, nodev, first extracts the spatial coordinate of the SN which has generated this packet and compares it with its own spatial coordinate, L v , to find out if it is in the virtual cylinder or not. If node v is inside the virtual cylinder, it forwards the packet; otherwise, it drops the received packet. This process is continued until the packet is delivered to the sink through restricted multiple paths. Therefore, if there is a compromised node along one path, the packets can be delivered to the sink through adjacent paths using the proposed method.
In the following, details of the proposed algorithm are described considering Fig. 3 . It is assumed that the SN A intends to transmit a report packet to the sink S 1 . In this case, the routing vector is defined as AS 1 . The packet is passed in the range of the routing vector from a virtual routing cylinder with a predetermined radius of w to reach the destination.
Assuming that the SK S 1 is located in the spatial coordinate of ( ) x y s s − and the SN A is located in the spatial coordinate of ( ) x y A A − , then the equation of the line passing through these points and the vector passing center of the virtual cylinder are calculated as Equation (1):
Here, m is the slope of the line calculated using Equation (2):
The SN A calculates the equation of the line passing from itself and the SK S 1 and inserts it along with the report data in a packet and broadcasts it. This packet is forwarded to the sink by the nodes located in the virtual cylinder. Assuming that the radio range of the nodes is r, the packet broadcast by each sensor node is broadcast in the radius of r, and each node which is located in this area receives the packet.
Each node which receives the report packet extracts the equation of the line inserted in this packet and calculates its distance from this line. It should be noted that the line equation is calculated only once by the SN, and it is inserted in the report packets. The FNs do not need to calculate the line equation, but it is sufficient to calculate their distance from the line. When a packet is transmitted by a node inside the virtual cylinder, like node U in Fig. 3 , all nodes located in its radio range, receive the packet. Node U has four neighbors where two of them are outside the virtual cylinder and two other nodes are inside the virtual cylinder. Each node adjacent to node U, like node V, calculates its distance from the central line of the virtual cylinder, P, according to theorem 1.
Theorem 1: Assuming that  A and  B are two points on the 2D space of the line  L and  P is an independent point which is not on this line, the line vector equation is as (3):
Here,  M is the direction vector obtained using (4):
And t is a running parameter calculated according to (5):
Now, the distance of  P from line  L is calculated as (6):
Proof of this theorem is given in Equation [25] .
For each node V which receives the report packet, if its distance from the central line of the virtual cylinder is smaller than w, means ≤ p w , the receiver node V is inside the virtual cylinder and it is allowed to forward the received packet. Otherwise, p w > , node V is outside the virtual cylinder and should not forward the received packet. Furthermore, in the proposed algorithm, each sensor node has a buffer which stores the ID of the last packet forwarded from each SN as a result of which the sensor node refuses to repetitive packets. Since all the SNs located in the virtual cylinder forward the packets, a packet moves toward the corresponding sink through multiple paths (inside the cylinder). Thus, if some of the nodes located inside the cylinder are compromised by an adversary and drop the report packets (SF and BH attacks), it is still probable that the packets are delivered to the sink through other paths. On the other hand, multipath is controlled by the virtual cylinder to prevent a packet from being broadcast in the whole network and prevent high energy consumption.
SIMULATION RESULTS
In this section, the proposed algorithm is evaluated and its simulation results are presented. MATLAB is used to simulate the proposed algorithm.
Simulation Model
In the simulation model, the network is comprised of N = 300 sensor nodes which are deployed in a 100 × 100 m area, randomly. The network includes three SNs where each SN generates a packet at each simulation instant and transmits it to the sink. The nodes have GPS and are aware of their location. SNs are located in a fixed and specific location of the boundary area of the network. The network includes m = 3 SKs which are located in the network environment. SNs are aware of the location of the SKs. The radio range of the nodes is r = 10 m. The radius of the virtual cylinder is w meters. Furthermore, it is assumed that the network is comprised of SF compromised nodes which establish the SF attack and BH compromised nodes which establish the BH attack. The compromised nodes which establish the BH attack drop all the received packets but the compromised nodes which establish the SF, drop only 50% of the received packets. The initial energy of every node is set to be 10 Joules. Energy consumption for transmission and reception of the packet is 0.016 and 0.0016 joules. Each experiment is repeated 50 times, and the final result is the average of these 50 runs.
Evaluation Metrics and Compared Algorithms
The evaluation metrics are as follows:
Packet delivery rate
Packet delivery rate is the number of the packets received by the sinks to the number of the packets generated by the SNs.
Average residual energy
Average residual energy is the average residual energy of sensor nodes after simulation time. To calculate this metric, the energy of the compromised nodes and SKs is not considered. It is assumed that the compromised nodes and SKs have no energy limitation.
Since the proposed algorithm is a restricted multipath algorithm; that is, packets are only transmitted to the sinks through the nodes located on the virtual cylinder. Thus, its efficiency is compared with the single-path and flooding methods. In the single-path algorithm, the SN transmits data to a SK through one path (shortest path). In the flooding method, packets are broadcasted in the whole network to reach the SKs. It is clear that in the single-path method, the minimum energy is consumed, but the packet delivery rate might be low especially if the compromised nodes of the SF or BH attack exist along the data path. However, in the flooding method, the data delivery rate is high even when there is a large number of compromised nodes in the network, but the energy consumption of this algorithm is very high. The proposed algorithm is between these two algorithms. That is, it tries to control energy consumption and keep the packet delivery rate at an acceptable level when there exist SF and BH attacks, by adopting a restricted multipath method.
Experiment Results

Experiment 1
In this experiment, the efficiency of the proposed algorithm is evaluated in terms of packet delivery rate and energy consumption, and the results are compared with singlepath and flooding methods. In this experiment, SF = 25, BH = 25, and w=15, this experiment is executed for periods of 25-100 s. At each simulation instant, each SN generates and broadcasts a packet.
The results of this experiment in terms of packet delivery rate and average residual energy are given in Figs. 4 and 5 , respectively. The results show that the packet delivery rate of the flooding algorithm is almost 100% while it is 90% and 12% for the proposed algorithm and the single-path algorithm, respectively. In the flooding algorithm, since each packet is broadcast in the network, it is forwarded to the sinks through different paths. Thus, despite SF and BH attacks, at least one version of this packet reaches one of the sinks. However, as shown in Fig. 5 , the flooding algorithm discharges energy of the nodes significantly because there are a large number of transmission and reception operations for one packet in the network.
In the single-path algorithm, packets are forwarded to a SK through the shortest path greedily. Thus, if there is a compromised node along this path, it prevents the packet to reach the destination as a result of which the packet delivery rate is reduced significantly. However, as shown in Fig. 5 , this method is very optimal in terms of energy consumption because no additional or repetitive packet is broadcast in the network.
However, the proposed algorithm tries to forward the packets through restricted multiple paths and the virtual cylinder toward a SK. Hence, even if there exist compromised nodes, the packets can be delivered through different paths. Therefore, the packet delivery rate is acceptable. On the other hand, energy consumption is much less than the flooding algorithm.
Experiment 2
In this experiment, the effect of the radius of the virtual cylinder, w, on the efficiency of the proposed algorithm in terms of packet delivery rate and the energy consumption is investigated. In this experiment, SF = 25, BH =25, and w = 5~20 and its effect on the efficiency of the proposed algorithm are investigated. The simulation time is considered to be 50 s. The results of this experiment are given in Fig. 6 and Fig. 7 for the packet delivery rate and average residual energy of the nodes, respectively.
As can be seen, w affects the efficiency of the proposed algorithm, significantly. By increasing w, the radius of the virtual cylinder becomes larger and covers more nodes as a result of which, packets are forwarded to the sink through more paths which increase packet delivery rate and energy consumption.
CONCLUSION
In this paper, a novel and simple routing algorithm is presented to reduce the destructive effects of these attacks. The proposed algorithm is based on restricted multipath broadcast based on a virtual cylinder from the SN to the SK. In this algorithm, when a packet is broadcast by a SN, a virtual cylinder is created from the SN to one of the SKs of the network. All the nodes located on this virtual cylinder are allowed to forward packets to the sink. Thus, data are forwarded to the sinks through multiple restricted and adjacent paths. The proposed algorithm is simulated and evaluated in terms of packet delivery rate and energy consumption. The results of the proposed algorithm are compared with single-path and flooding algorithms. The comparison results show that the proposed algorithm is 7 times better than the single-path algorithm in terms of packet delivery rate, and it is 3 times better than the flooding algorithm in terms of energy consumption.
